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Our Mission: AJAATAOPAISU¥A aObU0O~-8~%ASa08§%"00"0A
iSU¥AU¥"AUAA - OEA"AT"OUSO"EA~%AO"O8 -8 %< A% "
UAA%8U8{~U"A<0S"OAO80OPOA~%A"%0a0"AAT"O~UE8A
A%U8%a8UOASUA~%UASHO"~O8%i-0AA%T-"AA§{8§U~-
"% e80A%Y%"%UUDA
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Our Purpose: A OA<0S"OAU¥O"~-UOAS"<A%"ABAO"A
OAT¥80U8«~U"+A~%+A O"NA"%UEAI"AOU~%A~OA~%A~}
U¥"A OA%UU-8§%"OAA AOAAOA” "% 088"ATAOSUSAY%DAJ
BAUAZAOUA~%LAUY" OADS"OAO"<a08U0AE"%sAOAD Y.
1/2A3/4U¥-0A§3/4éA§<"OAVA‘|"dO"AoAaOAUOaOU"-A'|'~OU%"
a%+"00U0~%+8%iA0Aa0OAa%ENA"AY""«OA~Y%ATOAEE§ ¥
U~§-A0"-AO0A-aU8A%OAU¥~UA{OAIAIEU¥AOAA0AAQ |~

Our Commitment: m”"AS”.-8§"6"A"6"00AA0i~%8O~USA%A
«"O"08"OATOAU«USA%UA OALAY~-8§<8§AAOA~<UAOOA
I¥AAO""UAUAA"RT-ASUAI"~p%"OO0"ODA]J¥OAA ¥A
AAaOAA%IO"¥Y¥" %088 "A~TTOA~¥EAI"TAUO~%0O AO%A
<057007<a08U0A OALA~AAYI - §~%<"ASa0"%A8%UAA

<A%i"U8U8&"A~«6~%U~i"D

Jess Walker
Founder CISO
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<087007<a08UOEA"%0a08%iA0AaAA~%A AcAOAAYLA;OA
0Aa0ASa08% " O0AU%AISHiAOAA0OA-8i8U~-A~OO"UOA~
A%TO0"¥"% 088" - 0ATOAU"U”+D
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Whether you're a small business or a

government sized organisation... - Certainty is

the Ultimate Security . We live in a world where
the goal posts for cyber safety are constantly
moving and where many will never promise
certainty, we live to secure it.
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Foundations :
(A-AOA%A 0S"OASOA~ATOAa--0A a0UO~-§~%UAI%" ¢
~Y%eAAT"O~U"+A<0S"OAO"a08U0ASAOE%L"OOA B
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0"<a08U0AD"0ES"OA~«<"OO8S - "AUAA~--A aOUO~-8 TRAEATTEY
Sa08%"OO0"OAEAQ"{~0«-"OOAA AU¥"8§OAO80"ESa-;” y
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Our three
pillars

The path to secure certainty

EAOAO"0OE8<"A+"-86"00A80OASAa8-UAAXLAUY¥O"" A a¥%~%"%U~ A
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AUDITAOAE8«"OAU¥"A<c’OU~8%UOAA Au%Aig%iA’i~<U-0A
i¥”O"A0AAAOU~%AVA%LUAA~OOA%IUSALOEA%LUAAS -§%-A

OTAUOEABAOUA"~0AaA%"0O0U~%8%iAA A0AAOAO"a08UMA
~%eO<A"D

PROTECTA" - 86"OO0AU¥"A"OU~83%U0AA AOASAOUA
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Ae"OAU8L"DAJA{"U¥"OEAU¥"O AT -~0O0AUO0~%0O AOKA
c0S7007¢a08U0Aa%OU~8%UOAEHUAAWUO~U"8<A"OU~8%UOEA
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Understanding your Security Landscape.

" AO"AOAAA~FLATOAU(UAT¥~UAL~UU"OO0ALAOUEAOAAAYL""«AUAAAH"OOU~%
TOAB8e"A«-"~OEA~U8A%~S . "A8%0O8¥UOAS8%UUAAOGAAOAA0O"%UADO"Aa08UOATA

Essential Eight
Assessment

J¥"A a0UO0~-8§~%A 0S"OAW"<a08UOASD: %nwcat@ﬂ@bvm0§~ A
§|¥UA O~1%"IAONATOAEE"OAU¥"A Aa3/4-~U§A3/A AQ

" (UBE A3 OAO"a08UOAISU¥E%AR d“Du l\'spé KEs 9' §(J‘AU§/A3/“O$AUOAAC
Ai0"¥" %086 A~a-8UA 6~ a~U"OAOK g O /A ¥)§%%AQ/?\ -V ao4~au ‘A0Se
~8%OUAUY A*AOUO~U" 8" OAI¥E¥RID rfA caU8%iEAO"-ac8%iAUY

§3/4 ’<U§A3/4DA

(DAS"OI&@@@@@E& WAk ~<O MO
S"ia-~0-0Aal~U"A~%+AT-UAOA U|~O”A~II <= U8AY e
Y'DiDEASOAIO"OOEA>80A0A UAE SBAZ-& %i\ °A‘A3/‘j,UOA R QROA
6"cad§UoAEa %"O~55-8U§" ODA]¥§0AA¥‘a/€)A3(1EBQD4>>“‘OAOA O"AA U"%Aa0"-AU

~OU~u"OOA OA%A"AT- A§U§3/4|Ap%A|%A '~|8DEAAOAAO"OUO§‘U§3/“'AU¥"1/2A¥" roA
ASU-USA%DA

1.Patch Applications

2. Patch Operating Systems 7. User Application Hardening

%00 AR O~US%iAOOOU"%OAYMEYs ATOEAY: ~« o

88%ANZA~ O"Ap"|UAa|AUAA-~U"A|§U¥ﬁu“¥"9&0 07 é'u%‘ *U%éE?é\Y Ol"<§~--0AI"SA

I~U¥"ODAa%I~U¥"  AOOOU"1LOA~ O"A/A<A1?1/2§Aﬁ nG- %U”%%AUAAO rac"AU¥"SOA:

AOAS OA-UU~cuODA J¥§OAE% < a*"OA80~S 8% Aa%Y""OO~00,
4. ~O¥EA~+OEA~%*A5~8~DA

3. Multi- Factor Authentication (MFA) 8. Regular Backups

S"NagO”"Aad0"OOAUAATOAES.” AU|AAAOA1/2AO Aén ~USA%A

~CUAOOAUAA~"OOAOOOU"KLOAY D' D%Aﬁ~c§26 /9 A AS~-cpalOAA A8®%IAOU-
W>WAA«"ZDA># AO§{ %8 «~%U-0A0" L &A%Q%’%ﬁ%JAA'%S <HalOA~O"AOUAO"
3% ~AU¥AO§0 A~ "OO0A+a"AUAAOUAL YR P OIY O 9ARAA~U~A~%AS"AC"O

O~%OA1/2|~O AOAAU¥ OA8%<«8+"%UODA
4. Restrict Administrative Privileges . o . U,

EAOA AaOUIT¥~O0"A%"U¥AA -Aj0AYP -~%AUA
88%8UA~%LE%UAOE¥UOAUAAAY 0AUYAG TAAIAATD taDDE MDA ¥ "OA 68" %< EA ¥
J¥8§O0A0"+a<"OAUY"ATAU"%US~ Ae~%~ {008 QO ZMN Y ORDLOA%AU¥EY%LASOALEOO .
SOAALIOALED " A~%A¥Y" - TOATO " 7B HABA~AD"AODLDAA L ~TAUAA~<¥8§"6"AU¥"A
~§%8%|A"-"6~U"+A~«"OODA 0AAAY "+ AISU¥E%AOAA0AAD|~%8O~USANI
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What We Cover:

Governance Frameworks AJA a8-8%iATA-§<§8"0A
~%eATOACOO"OAU¥~-UAO” "<UAOAAOAAOQ |~
OUO0a«Ua0"A~%+AjA~-OA

Business Continuity and Risk Management

Plans JAP Q"+ 8<U8 % |A~%eAY%~¥%~i8%;A08O u(
¥8§¥%+"OAOAAOAAT"O~USA%LOAAOASOSH%|AS

Compliance Support UA % 0QaO08%iA~¥"0 %< AU,
~TOEAOD"ia-~USA%UOEA~%A8%LU" O %~ AilA.

Privacy Services AJA?~€8i~U8%iA*A%L"OU8A~Y

] §%U"0%~U8A¥%~-ATO88~<0AOU~%+~0+0AY

Governance Risk & L o
ISO 27001 Gap Assessments AJA*«”"3 U8 08%iA0OU"I(

Compliance (GRC) YrrereA AOA OUS <~USA%A

$AE 0% ~% < EASSOUA~%A A% -§~%ERQPRA% QAN HNOAIAONUAISU¥ACAAAUAA
U¥O""AO"1~O0~U"A¥"~+~¥"ODAEAOASAB QB I UAYsA%BUOA-AAE"OASS A~<USES
~TTOA~¥A¥" TOARD | ~%80~USA%OAN VR YR %ivedel R ~UBA%A~% A" %0a08%
AS3"USE"OEA~++0"00Aa% < OU~5%UVEALYS A AQNASQUAYi D

§%U”;j0O8U0ODA

Phase 1 - Plan and prepare: M”A%""UAIiSU¥AuU"0A

OU~u"¥A.«"O0AUAAa%"O0OU~%-A0AA0OASA
8% AO%~U8A%UAO"«a08U0AY%""«OEAO"E8"IE
TA - 8<8§8"0OA~%+AU¥80-UT~OU0AT~-0U%"00¥8§

Phase 2 - Engage & Discuss: Am”A%""UA0AaOA

%" e OAT¥"O"A0OAAA~O"DAEAOAA#DOA - U~%!I
a%e"00U~%+8%iAA AOAAOAY""+OA~%+A~0
a%"00U~%AU¥~UAA%"AOS8E"A<A"0O%dUA
UAA"%0a0"AU¥~UASOAA%"O0U~%8% A0,
~%eAiA~-OEAI"A~O"A~S-"AUAAT~OU%"OAI!
- & HLAE8Y%iAUAI~OOAU¥ADO"AAITAOU&3%8UE" 0
V. 0Aa0AO8 ¥UODA

] ] Phase 3 - Gather Evidence: EaOA<A%Oa-U~%UOA
Information Secunty <A%+a<UAU¥AOAA¥AO"E8"IOAA AOAAOASY
Audits O”<é0§UOAO(‘JQU”%C?EA§3{4U”_-Oé§”i§3/4.i.A'I'.’.’(?('

"A~%8%8%iAA¥ jaO~U8ANLOA~%A<A¥%UO,

EAOAALIO"¥"%08e"A AAaOUT¥~0O"A~RhaBE&A Analyse & Assess: AM”A<A%I§ - "Ae"U~§."«A
BL"U¥XAA-Aj0ATOAEE«"OAT"~"AA AV 8§ HeBYXOAIEYXATOEAOEUED " AO " <AY 1" e~
a%"00U~%+8%iA0AA0A0" <a08UOAOBRY WP S U¥ AW~ WEA i A-DPOAUAA§0A00OAS
<-"~0OA0S"00"«a08UOAOA~+»~IDA OUO~U";8"0D
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Retainer Model H#E ‘Bespoke Response [ 24/7 Availability _5_:
AOUU” "U§6"AS~ OB @4"96~U"A§%e O US; BEEEAIAR Y- UUX U AUA-CFOOA
HEUY¥AE§0Aa%U" s A-veliBEAH~AO" %"+ §~UEA%A AR~ tUSs~A)"*A<0S"00"«a08U0A
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POAU"«U8A¥%ASOA~SAAUASAE «8§%iA0OASA0OUA "% O"OA~%AO"OTA¥%8%iA” "<U
TOAU"«<U8e"A0"088"OA"%OA0"AOAAdO"ATO"I~0"+A AOAI¥~U"6"0AA%"OA0AA0A

Incident Responses Managed Detection &
m¥" %A~ A<oS"OA§374<§~”%UAA<<aOOEAR%(pQ/nESﬁiéMDR)

(Aa%UODAEAOASEQ)AS%§="%UACOIAKO AL 1A A ATOA .
~ATOAE"%UAOSAUITY~O A% UYAA. A,oA(ﬁA/ﬁl/z%%éQ% BHWa ZUOOAOA-2aUSA%ATOAES."

=1~ "A~%+AO"OUAO"AAI" O~ U§A3/4OA Ud%c)ﬁ%'A~%‘AO"O'A%O"A‘*'~S§ §US
"~eAA ASa8 +8%iA0AAO0AATLAD" A0S

"%UO"DA

~_What You Get:
#MPreparation AJAa¥%+"O0U~%8§%iA0AA0A0OOU"KLOA
~%eA"0U~S5 8§0¥8% A0 0OTA% O ATOA 24/dManiiering AASAa%UU¥ " Uc-AcuA
0a0e"s - ~%<«<"ASOA-A«~-AD"<a0O8UBA"AT”

Our Six-Phase Approach

$ BDetection & Analysis AJAI"O§ 08%|AS%«§< %Noptaly Intelligence Reports  AJA*%08i¥UOA8%U
~%e AU 0%E%E% I AUY AOAT"AA AAUMIREBA0a«<"00 a--0ATO"e"%U"-A

e True Partnership AJABA«~-AO”a08UBAU"~%A!
wAContainment AJAWUATT§%iAU¥"AOTO "~ AR KEPRU~%*0OA0Aa0ASa08%"00A
- A s ,
SO"~<¥Aa08%|A~ e~ A" % TASHYALY B A% Blited AVA*%U"O%~USAY~ A

OU~%e~0+0A AOASY, AOY%L~U8A%LAD"A0
& PEradication AJA#8% 8% |A~%eA" 8% 8% ~U8RTRUM BROKKD A

<~a0"AISU¥A%UAAC" %% ~%UOA " UASIXSI0A AoA5208% 00 OAI¥AAI~%UADY’

A AA%IO"¥"%086"A0"<a08U0AISU¥AAUAU
'DARecovery AJAW~ "-0A0"OUAOE% A~ "W¥ADIEUBAHA-AOUO'OOAA A~U~ASO"~
UAA%AOY~-AAT"O~USA%LOA O"0OIA%08S8§8-8U8”0D

(MPost U "% UA (WSBBOY%8%iA OALAEY<§"%UDA
UAAOUO"%iU¥"%A alal0 A" "%0O"0A 00"00zA"%0a0"0A
%AU¥8%iA8BOALEOO" EATOAES-8%A0AAAIEU¥A~A-"~0A
OA~e~TAUAA~<¥8"6"AU¥"A%~Ua08UOA - "6 -A0AAA
%" e AISUY¥SE%AOAAOAAD|~%8O~USA%LDA
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Improve

Strengthening your security posture

*BLTOAE"BL"HUASOA~UAAY A8 |A3AA0%"ODAEAOAD"0E8«"OAY" - TAOAAAAXLUEY
«<~1~858-8U8"OA~%eAOU~0A~¥"~eAA A"8A.68%;AU¥0O"~UODAD

Threat & Risk Assessment

av%e"O0U~%8%iAT¥~UAU¥O"~-UOAOAAA
a%e~%"%uU~ - AUAA" "<U86"AO08OUAY~¥
EaOAALIO"¥"%086"A AAOUOU"TAL"U¥/
§«"%U8 "OAEa-%"0~S8-8U8"OA~%ATOA
O"«AvY%"¥%e~U8A%ODA

EAOA AAaOAQOU"TATOAOOF
1. Plan & Prepare :
*e"3% 08 o§%iAp"éAObOU"1/20A~3/4-A<A1/2'|'A1
2. Engage & Discuss

a%e"O0U~%8%iAAS3"<U8E"OEA%""-OEA
iSU¥AOU~Ps¥A.«"0

3. Gather Evidence

A"cU8%iA~U~AU¥OAa ¥AAcawvn "% U~U
~¥%eA"AT"OUAE%U"0E8"IOA

4. Analyse & Assess

A~%8%8%iA’88« "% AUAAL ~Oa0"AcAL
§."% U8 0A;~TOA

m"AcaOUA%EO"A~O00"00%"%UOAUAANA
%"« OEAT¥"U¥"OAU~0i"U8%ijAI~OUS8<a- -~
A¥%eaU8%iAALIO¥Y"%O88"AA0{|~%80O~
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Vulnerability Management Services

EaOA "i8S -"A6a-%"0~S8-8U0AY%~¥%~i"L"%UADO"0E8"A-"6"0~i"OA8%+a0UO0OU.-"-
880858-8U0A8%UAAOAAOAOS"OAATAOAO"A~%A¥" - TATOEAO8USO"AD"L"e8~U§

Service Components: Scanning Options:

Implementation & Training AJA "T-A08% A0 «~PésétEationNesting UA A%ITO"¥"%O08&E"AEa %0~ S
OA-aU8A%OA~%AUO~8%8%iA0AA0OAJUNUBRAYA

We~3%A 00"00%”%UAuA?AB S a—UBA Introducing: Continuous Penetration Testing
8a-%"0~S8-8U0AO~%OAISU¥AALTIOVRZADSAYAOOIM-ONRASH UM A~<USESUOEA~ Y44
OA - aU8A%uAUAAUOUEA~OO"OOA~%A8YIC

Remediation Support UA nIHOUA”eg‘"AA/“lﬁ‘AAl/z~U<¥AU¥”A,OA|U¥A~3/4 CAY~%i"OAISU
~+ee0"008%|A80AE"0"AA-%"0O~ S§g§dtb§§”39.AOOA

]\O~(“§%'AUAIHO§U‘A~"9‘§/A@‘1/2§3/“'A03“ &QB%séchannmg AA AUs%aAaOA%A%LEUA
O"%"-8§~USA%AUXOAA¥A A--ATUATAOK~R4BRUS~ A" %-TASUUOA~%-AO" 0" OOA

Ad Hoc Custom Scans AJA]~Oj"U"«AO«~%¥%8%iA A
O17<§8 <Aéa-%"0~S8-8U8"OAAOA~-OO"UOA

AI"OUAS""«8§~U8AANMPDEETLSHBUOUTA
OalTAOUA AOA~+«0"008%iAéa-%"0~S§-8U

Strategy & Consulting / Virtual CISO

EaOAIgOUa~-A ¥8" A*¥% AO%L~USA%UAW <Aa0O8UJIAE <"OAYE *WEZAO"O&8«"ATOAE
~e”O0¥8TAISU¥AAUAUY¥"A a--UU8L"AAOUDA

Strategic Guidance Areas: vCISO Services:

Risk Reduction AJA O~i18%iA OA%A"AU" % (CoOpLMmE BreadRicieotibn  AJA 24§ 8% jA0S"0OA
UYAT-"e i "AUAA8"%UE 0A~%sAY%~¥%~  DRDBOF I OONOSIOBDIAUAOTaU~USAYA

Resilience Building AJA*%U”jO~U8% A0S~ OnlestraddtRoadmaps AJA A% «"%UA"«8§O8A%U
§%UAAOAAOAAOi~%8O~U8AY~ A ~SOSAS%iATSU¥AY " ~%8%i a-Aja8e~%<"A

Growth Acceleration AJA*«”3% U8 08%AATTASHAage PHETIYA AA]O~%0O-~U8%iAU %A -Ajd

AOA” <8"%<«0A~%*ATOA U~S8§8-8U0AY¥OAAYSASAB DA SA08%"OO0OAAAUAL"OA

0"<a08UOATO~<USOA ) ) . .
Privacy & Compliance AJA?~é8i~U8%iA<A¥%Il-"AA

0"ja-~UAO0AO"Nag0"%"%UOA
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Why Holocron Cyber?

Local Expertise, Enterprise-Grade
Protection
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We understand Australian Business
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HOLOCRON CYBER - Capability Statement
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Risk Reduction
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Operational Resilience
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Peace of Mind
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Competitive Advantage
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HOLOCRON CYBER - Capability Statement
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